

[bookmark: _Hlk488915323]3GPP TSG-SA WG2 Meeting #132	S2-1903099
8 - 12 Apr 2019, Xi'an, China	
Source:	ORANGE
Title:	Abnormal behaviour related network data analytics
Document for:	Approval
Agenda Item:	6.11
Work Item / Release:	eNA / Rel-16
Abstract of the contribution: This paper proposes a additional clauses on request parameters, data collection, outputs and procedures for NWDAF abnormal behaviour detection.
1. Discussion
This contribution defines additional proposals on request parameters, data collection, outputs and the prcedures for abnormal behaviour detection.
· Parameters containing the risks IDs and the expected normal behaviour
· Reuse of the data collection performed in § 6.7
· Definition of the outputs as a table of risk levels
· Procedures
2. Proposal
The following changes are proposed in TS 23.288.
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6.8 Abnormal behaviour related network data analytics
[bookmark: _Toc4164173]6.8.1	General
The clause 6.8 defines how NWDAF identifies a group of UEs or a specific UE being misused or hijacked based on the expected UE behavioural parameters as defined in clause 4.15.6.3, TS 23.502 [3] for a group of UEs or a specific UE.
The service consumer may be a 5GC NF (e.g. AMF, UDM, PCF), an AF, or the OAM.
The consumer of these analytics shall indicate in the request:
-	AnalyticsId set to "Abnormal behaviour”
-	The Target of Analytic Reporting can be one UE, any UE or an Internal Group Identifier.
-	optionaly an Application ID, DNN or S-NSSAI
-	An Observation period indicates the time when the statistics or predictions are requested.
-	Analytic Filter Information: optional expected behaviour, list of risk IDs to monitor with associated thresholds
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
The NWDAF shall notify the result of the analytics to the consumer as indicated in clause 6.8.3.
For instance, if PCF subscribes the notification, the NWDAF sends the PCF a notification about the risk or suspicious events, which triggers the PCF to update the AM/SM policies. The NWDAF can also send the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF can, based on operator configurable policies, adopt pre-defined anti-risk mechanisms.

[bookmark: _Toc4164174]6.8.2	Input Data
The expected UE behavioural parameters that are provided to the NWDAF are defined in Table 6.7.3-1 and 7.6.3-2.
The UE behavioural information collected from 5GC NFs for misused or hijacked UE recognition refers to the Table 4.15.3.1-1 in TS 23.502 [3]. and the Table 6.7.2-1.
The NWDAF may help to build the expected behaviour, by producing behaviour analytics as stated in 6.7.
On request of the service consumer, the NWDAF shall collect and analyse the behaviour analytics from the 5GC NFs (SMF, AMF) or AF.
[bookmark: _Toc4164175]6.8.3	Output Analytics
The NWDAF services as defined in the clause 7.2 and 7.3 are used to exposure the abnormal behaviour information together with a UE ID list from the NWDAF to the consumer NF (e.g. PCF or AF), indicating e.g. the UEs are misused or hijacked.
A new Analytic ID named "Abnormal behaviour" is defined with one or multiple combinations of the following analytic filters:
-	UE group ID or UE ID.
NWDAF detects some UEs with serious misbehaviours, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF determines whether to notify or alert the related 5GC NFs or application layer based on the input parameters defined in 6.8.1subscriptions.
Table 6.8.3-1:  Output analytics produced by the NWDAF
	Information
	Source
	Description

	UE identification
	
	

	List of risk analytics (1..n)
	
	

	> Risk ID
	AMF/SMF
	The risk ID as per table 6.8.3-1

	> Risk level
	AMF/SMF
	Measured level, compared to the threshold

	> Risk trend
	AMF/SMF
	Measured trend (up/down/unknown/stable)

	> Additional measurement
	AMF/SMF
	Specific information for each risk



The following table gives examples of risk, policies and actions for risk solving. The exact policies and actions to solve specific risks depend on operator's configurations
If PCF subscribes the notification, the NWDAF sends the PCF a notification about the risk or suspicious events, which triggers the PCF to update the AM/SM policies. The NWDAF can also send the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF can, based on operator policies, adopt pre-defined anti-risk mechanisms. The following table gives examples of policies and actions for risk solving. The exact policies and actions to solve specific risks depend on operator's configurations.
Table 6.8.3-1: Examples of policies and actions for risk solving
	Risk ID and description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	AMF Applies mobility restriction

	Unexpected long-live/large rate flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	SMF releases the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	SMF updates the packet filter of the related QoS flow and configures the UPF

	Ping-ponging stationary UE
	NWDAF notifies the AMF or AF (Service Provider)
	AMF may adjust UE registration area.
AF (Service Provider) may adjusts UE location.



6.8.3	Procedures
The NWDAF may receive from the consumer NF the expected behavioural information from the consumer NF, or may retrieve it from the UDM. 
The NWDAF may receive detection thresholds from the consumer NF, or use intenal detection thresholds, both configurable by the operator.

The NWDAF shall apply internally the procedure described in 6.7 in order to collect the measured behaviour.
The NWDAF may collect additional events from AMF of SMF in order to detect specific risks.


When a risk level trespasses above or below the threshold, the NWDAF shall notify the appropriate risk with the appropriate value. 
	Risk description
	Detection policy and thresholds

	Unexpected UE location
	Ratio of unexpected UE location in the time period

	Unexpected long-live/large rate flows
	Ratio of volume increase

	Unexpected wakeup
	FFS

	Suspicion of DDoS attack
	Ratio of usage of a destination IP address

	Wrong destination address
	FFS

	Ping-pong stationary UE
	FFS




NF/AF/OAM
NWDAF
1-Nnwdaf_AnalyticsInfo_Request 
/ Nnwdaf_AnalyticsInfo_Subscribe 
AMF
SMF
2a-Namf_EventExposure_Subscribe 
2b-Namf_EventExposure_Notify
2c-Nsmf_EventExposure_Subscribe 
2d-Nsm_EventExposure_Notify
3- NWDAF derives new analytics
4-Nnwdaf_AnalyticsInfo_Response
/ Nnwdaf_AnalyticsInfo_Notify
6-Nnwdaf_AnalyticsInfo_Response
/ Nnwdaf_AnalyticsInfo_Notify
5- NWDAF derives new analytics

[bookmark: _GoBack]* * * End of changes * * * *


